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1 Introduction

1.1 Goal
The goal of this course is to dive into the Linux kernel and play around with it.

1.2 Get the code
You can clone the Linux repo with git(1):

$ git clone https://github.com/torvalds/linux.git
(...)
$

Be aware that it will download the entirely of the history of the repo with all the commits,
branches, tags, .... It takes some gigabytes. Once you are inside the repo, you can execute the
following command to change the repo into the last version of the kernel (v6.14 as I am writing this
document).

$ git checkout tags/v6.14
...
$

If you want to download the commit of the last version, you can execute the following command:

$ git clone --depth 1 -b v6.14 https://github.com/torvalds/linux.git
(...)
$

1.3 Documentation
1.3.1 Online

Here are some useful links for you.

• https://kernel.org ; Linux kernel official website

• https://docs.kernel.org ; Linux official documentation

• https://github.org/torvalds/linux ; Linux official repo

1.3.2 Offline

Once you have cloned the Linux repo, you can execute

$ make htmldocs
(...)
$
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to have the documentation offline in ./Documentation/output/index.html

Be aware that you need specific packets, they’re given by the make(1) command when it failed
to build the doc.

You will also encounter errors because of functions already implemented, do not worry, this is a
known bug, nothing to fear about.

1.4 Virtualization
You are grown up now, you will use QEMU as the virtualization software in this tutorial. You will
experiment its strength.

If it’s not done, install GDB aswell.

$ sudo apt install -y qemu-system gdb
(...)
$

1.5 Environment
Since EPITA has decided to install Ubuntu (sigh) on your laptops, I may have to write some specific
instructions for you.

Why?

Because Ubuntu is installed with Secure Boot and compiles some compilation tools (gcc, ld, ...)
with some flags to keep security. This added security is a PITA (Pain In The ... what? You thought
I was writing EPITA without the ’E’?) for us.

Know that the PIE1 uses NixOS for the environment. As for myself, I am using the former distro
on the PIE, Arch2 Linux. Both are great to use, you should consider testing other Linux distros on
your free time.

1Parc Informatique de l’EPITA
2(I use Arch btw)
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2 Compile

2.1 Goal
The goal of this chapter is to compile the Linux kernel.

2.2 Config
Once you have checked out the version you want to use, you can configure the compilation.

You can have the default configuration by calling:

$ make defconfig
(...)
$

Execute it. We will configure our own configuration from this default configuration.

$ make menuconfig
(...)
$

Let’s configure it together!

This is a Text-based User Interface (TUI). You can go from menu to menu with the arrow keys
and the Return key, and going back with the Escape key. You can change selection below with the
Tab key. I let you read the first paragraph above the list of menus to help you use this program.

First of all, from the root menu, uncheck Virtualization, Enable loadable module support
and Networking support. Press the Space key to check or uncheck selections.
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Now, go to Processor type and features, and at the end of this menu, uncheck Randomize
the address of the kernel image (KASLR). This is to help gdb(1) to debug the kernel at
runtime.

Exit this menu to go back to the root menu, and head into Kernel hacking submenu.
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Get into Compile-time checks and compiler options

and then get into Debug information and check Rely on the toolchain’s implicit default
DWARF version.
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Still in the Compile-time checks and compiler options, check Provide GDB scripts for
kernel debugging.

Go back to the Kernel hacking submenu, get into Generic Kernel Debugging Instruments
and check KGDB: Kernel debugger.
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Exit all the menus and when being asked, say Yes to save the new configuration.

configuration written to .config

*** End of the configuration.

*** Execute ’make’ to start the build or try ’make help’.

Your configuration has been saved into the .config hidden file. Maybe you noticed it in the
menuconfig looking up the name of the config file on the top left corner of the screen.

2.2.1 Ubuntu config

Before compiling the kernel, we need to discuss about the Ubuntu configuration. You need to uncheck
two options to deactivate the use of security keys. If you do not uncheck them, the compilation will
ask you to give certificates to continue the compilation.

We could search for the options to deactivate within the menuconfig... or just call a script to
deactivate them from the command-line.
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From the root repo directory, execute:

$ ./scripts/config --disable SYSTEM_TRUSTED_KEYS
$ ./scripts/config --disable SYSTEM_REVOCATION_KEYS

2.3 gdb scripts
Before compiling the kernel, you need to generate the scripts for gdb.

$ make scripts_gdb
(...)
$

2.4 Compile
Time to compile the kernel! Depending of the power of your computer, you can add jobs to compile
several files at the same time. Here, I am using 16 jobs. You can add the time(1) command to see
how long it takes for your computer to compile Linux.

$ time make -j 16
(...)
Kernel: arch/x86/boot/bzImage is ready (#9)
make -j 16 1118.59s user 332.27s system 358% cpu 6:44.59 total
$

It took me 6 minutes and 44 seconds to compile my kernel. :)

2.5 The kernels
Among all the generated files, two are important:

• arch/x86/boot/bzImage: the compressed kernel to boot on

• vmlinux: the kernel containing all the debug information

You can also use arch/x86_64/boot/bzImage, it is a symbolic link to the x86 file.
I let you check the file info and sizes of the two generated files.

$ file vmlinux arch/x86/boot/bzImage
(...)
$ ls -lh vmlinux arch/x86/boot/bzImage
(...)
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3 Boot

3.1 Goal
The goal of this chapter is to boot the compiled Linux kernel and join a gdb server to debug the
execution.

3.2 QEMU
QEMU (Quick Emulator) is a free and open-source emulator and virtualizer that allows you to run
programs and operating systems for one hardware architecture on another. To call QEMU on the
Linux kernel on an x64 architecture (Intel 64 bits), execute:

$ qemu-system-x86_64 -kernel arch/x86/boot/bzImage &
$

If QEMU shows any problem, it might be because you are on Ubuntu and/or have generated a
big Linux kernel. Replace the command with this:

$ qemu-system-x86_64 -kernel arch/x86/boot/bzImage -m 1G &
$

By default, QEMU emulates 128 MB of RAM, the -m parameter is to tell QEMU to use 1 giga-
byte of memory. With a small Linux you do not need it. But for the same compile configuration file,
two Linux distros will generate different sized kernels. For example, Arch will generate a bzImage
smaller than 10 MB while on Ubuntu it will generate a bzImage of 42 MB. The decompression makes
the kernel compiled on Ubuntu too big while on Arch it works just fine :).

If you ever click with your cursor in the QEMU window and cannot get it back to your system,
press Ctrl+Alt+G to release grab (written on the window of QEMU).

If you need to zoom, just check the Zoom to fit option.

SYS2



Linux kernel Tutorial XI

What you seen now is a kernel panic. It is a state where Linux is in a critical error and cannot
recover. The only part of code still in execution is the one to make the cursor blink. If you do not
see the kernel panic or a blinking cursor, it may comes from some weird Ubuntu shenanigans during
the compilation.

3.3 gdb server
We are going to execute the kernel with a gdb server in QEMU on the port 1234. We can then attach
gdb to the remote server and debug Linux inside QEMU using vmlinux debug information.

$ qemu-system-x86_64 -kernel arch/x86/boot/bzImage -s -S -append nokaslr &
$

• -s: It is the parameter to execute the gdb server

• -S: It is the parameter to execute QEMU in freeze mode until we continue the execution through
gdb

• -append nokaslr: Append the No Kernel ASLR to avoid kernel address space layout ran-
domization and help gdb to have hardcoded address to ease the debugging

To connect to the remote server, execute gdb this way:

$ gdb vmlinux
(gdb) target remote :1234
(gdb) hbreak kernel_init
(gdb) continue
$

SYS2



Linux kernel Tutorial XII

If you want to see the coming instructions, you can execute list in gdb. Remember, if you press
the Return key, it will reexecute the last instruction.

You can continue to see how to boot works. There’s nothing to see here really. I just want you
to learn how to debug a Linux kernel on QEMU and investigate into the code. Anyway you will end
up on a kernel panic.
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You can see the kernel booting at each function you next or step-in. Can you find the instructions
where the kernel panic occurs and the cursor starts blinking?
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4 Init

4.1 Goal
The goal of this chapter is to create an initrd with a shell and be able to look around when the kernel
executes it.

4.2 initrd
initrd (initial RAM disk) is a temporary filesystem loaded into memory by the bootloader and used
by the Linux kernel during the early stages of the boot. Its main purpose is to provide the necessary
drivers and tools the kernel needs to access the real distro filesystem. It also detects and prepare
storage devices.

To create the initrd, you will use cpio(1).

4.2.1 cpio

cpio (Copy In Copy Out) is a simple archive format to package several files. You know the tar
format? Now you know a new format: cpio. You do not need to know how it works, just how to
make one.

First of all, download the source of bash.

https://ftp.gnu.org/gnu/bash/
Download the latest version.
To ease the next chapter, along the linux repo directory, create the following directories: bash

and init. The first one will contain the source of bash, the second one is where you will create your
initrd.

Download the source of bash, untar it and compile it to have a static binary.

$ tar xf bash.tar.gz
$ cd bash
$ ./configure --enable-static-link
(...)
$ make -j 16
(...)
$ ldd bash
not a dynamic executable

$ file bash
bash: ELF 64-bit LSB executable, x86-64, version 1 (GNU/Linux), statically linked, BuildID[sha1]=

e7af2f7c07ece1965112ab98534b446b55bef75c, for GNU/Linux 4.4.0, with debug_info, not stripped

As you can see, bash is not dynamic, it is a static binary. Remember your Piscine? A static
binary is a binary with no dependancies, with no libraries that must be present on the system. You
can execute your compiled bash into the initrd without putting the shared objects.

4.3 Creating the initrd
Copy the bash binary in your init folder. Now, execute cpio(1) to create the initrd.

$ mv bash init
$ echo init | cpio -o -H newc > initrd.img
$ ls
(...)
$ file initrd.img
initrd.img: ASCII cpio archive (SVR4 with no CRC)
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The newc is the format you will use for the initrd. It is one of the latest format used in cpio.

If you want to unarchive your initrd, just execute:

$ cpio -i < initrd.img
(...)
$

Go back to the linux repo and execute QEMU this way:

$ qemu-system-x86_64 -kernel arch/x68/boot/bzImage -initrd ../init/initrd.img -append "init=/init"
$

If you do not see the same result, press the Return key, you should get your shell. Sometimes
kernel logs take over the stdout.

Hurray! We got a shell! Now what? Try to look around, is there only the init binary file? Just
execute ls(1) to list your directory. :)
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Oh... wait? ls(1) is not present, right? How can we achieve such a simple task as listing a
directory?

With builtin commands!
Just execute echo * to list all the files present.

# echo *
dev init root
#

• dev: the device directory

• init: the binary file you are currently executing

• root: the placeholder for the root filesystem of the disto initrd should mount and pivot_root(2)
(chroot(1)) in

The only interesting place here is dev. Let’s dive in!

# cd dev
# echo *
console
# echo "Hello APPING" > console
Hello APPING
#

console is a special character file linked to your current tty(4).

You now know how to create an initrd file and boot on it. In the following chapters, we use a C
program as an init, boot on it and debug it from the gdb server to see what is happening inside the
Linux kernel when executing C programs.

4.4 APPING init
Here is the file apping_init.c containing the code we will use as our init:

#include <unistd.h>

int main(void)
{

write(1, "APPING\n", 7);
_exit(0);

}

And this is how you compile it:

$ gcc -static --entry main -o init apping_init.c
$ file init
(...)
$ ldd init
(...)
$

What is the interest of –entry main? And why do we have to use _exit(2) (the syscall, not
the value "2")?
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When you compile a C code into a binary, the main function is not really the entry point. It was
a lie all along. The real entry function is _init. You can see it as a constructor. It initializes the
program environment and then calls the main function.

The reason we use _exit(2) is that we want to avoid the call to the destructor, which is a _fini.
It is called when the program exits and it is not our interest here.

Change the call to _exit with a simple return, you will have a segfault. Why? Because we have
not called _init, so the program is deallocating memory never initialized in the first place.

4.4.1 Constructor and destructor in C

You thought constructors and destructors where only used by OOP langages? Que nenni! They are
not. They are used by all languages, even C.

The _init function is called before the main function and it is used to initialize the program
environment. It is a good place to do some low level initialization like setting up the stack pointer,
initializing the heap, etc...

The _fini function is called after the main function and it is used to cleanup the program environ-
ment. It is a good place to do some low level cleanup like freeing memory, closing file descriptors, etc...

Here is a simple example of a library defining a constructor and destructor in C:

#include <stdio.h>

void __attribute__((constructor)) my_init(void)
{

printf("Hello from the constructor!\n");
}

void __attribute__((destructor)) my_fini(void)
{

printf("Goodbye from the destructor!\n");
}

You can compile it with:

$ gcc -c -o apping_lib.o apping_lib.c
$

Now let’s code a program "using" our library:

#include <stdio.h>

int main(void)
{

printf("Hello from the program!\n");
return 0;

}

You can compile it with:

$ gcc -o apping_program apping_program.c apping_lib.o
$

And execute it this way:
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$ ./apping_program
Hello from the constructor!
Hello from the program!
Goodbye from the destructor!
$

4.5 Booting on APPING init
Now let’s boot on this new init.

First of all, create the new initrd with our apping_init.

$ mv apping_init init
$ echo init | cpio -o -H newc > initrd.img

And boot on the kernel and our new initrd with QEMU.

$ qemu-system-x86_64 -kernel arch/x86/boot/bzImage -initrd ../init/initrd.img -append "nokaslr init=/init"
$

Damn! The execution occurs too fast and only the kernel panic is finally displayed. Impossible
to go back above the logs. Do not worry, we will make the program wait after the call to write(2).

Update the code this way:

#include <limits.h>
#include <unistd.h>

int main(void)
{

write(1, "APPING\n", 7);

for (unsigned long long i = 0; i < LONG_MAX; i++);

_exit(0);
}

This avoid a call to sleep(3). You have plenty of time before i reaches LONG_MAX.
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For the following chapters, go back to the original apping_init. I made you wait just to see that
it works.

#include <unistd.h>

int main(void)
{

write(1, "APPING\n", 7);
_exit(0);

}
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5 Exec

5.1 Goa
The goal of this chapter is to see how Linux loads a binary into memory for execution. We will use
the apping_init

5.2 Execve
To put a binary into memory for execution, you use execve(2). But what is happening inside ex-
ecve? Let’s find out!

From the linux repo, open the file ./fs/exec.c and search for these lines:

SYSCALL_DEFINE3(execve,
const char __user *, filename,
const char __user *const __user *, argv,
const char __user *const __user *, envp)

{
return do_execve(getname(filename), argv, envp);

}

As you can see, the syscall definition for execve is calling do_execve.
We will not follow the code from the Linux source code, we will follow the code from the gdb

server.
By the way? Do you know why is it using DEFINE3? Because there are 3 parameters for

write(2).

Before that, we need to make a new initrd, containing bash as an init and our apping_init
program.

Go back to your init directory and place bash and apping_init together in this directory.

$ mv bash init
$ echo init > list
$ echo apping\_init >> list
$ cat list | cpio -o -H newc > initrd.img

Now, let’s boot using this new initrd!

From now on, because the command line to boot is pretty long, I will only use the name of the
bzImage and initrd.img instead of the whole path.

$ qemu-system-x86_64 -kernel bzImage -initrd initrd.img -append "nokaslr init=/init" -s -S &
$ gdb vmlinux
(gdb) target remote :1234
(gdb) break do_execve
(gdb) continue
(...)

Now from QEMU, execute apping_init

# ./apping_init
(...)
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gdb will catch the breakpoint.

(gdb) # Breakpoint reached

You can use the list gdb command to see what instructions are coming. Remember that pressing
the Return key will execute the last instruction.

(gdb) # Breakpoint reached
(gdb) list
(...)
(gdb)
(...)
(gdb)
(...)

To not make this PDF a +1024 pages document, you will break on some interesting functions
and not follow the whole flow of execve which you would finish for your graduation day if the flow
was completly explained her if the flow was completly explained here.
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break on the search_binary_handler function and continue the execution.

(gdb) break search_binary_handler
(gdb) continue
(...)
(gdb) # Breakpoint reached

You are now in search_binary_handler with a bprm struct as an argument. bprm means
binary parameters. You can print its value in gdb. Since it is a pointer, you need to dereference
it using an asterisk.

(gdb) print *bprm
(...)

If you wish to know how you ended-up here, you can execute the backtrace (or bt) command.
As always, feel free to list the following instructions.

(gdb) bt
(...)
(gdb) list
(...)
(gdb)
(...)

The interesting line in the next instructions is this one:

1775 retval = fmt->load_binary(bprm);

You can advance to this line. break on the line, we will go through this line several times.

(gdb) advance 1775
(gdb) break
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Now, just print fmt (print *fmt if you want to see the structure). You will get misc_format3.

Now that you have break on the line 1775, you can continue and re-print fmt each time you
end-up on your breakpoint.

3learn more about it on the next chapter
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As you can see, the first, searched handler is the script_format. It will search for the "#!" hard-
coded value to interpret it with the program placed after. Then it will search for the elf_format.
I am sure you know this one :). The file begins with "0x7fELF".

continue the execution, the string APPING should appear on the console, then you will get
the hands on bash again.

You can replay this scenario, breaking, backtracing, listing, advancing and finishing4 any-
time you want to understand better the path for an execution. I cannot explain it entirely here, it
would take too much time for you to read. Make it your own journey.

4the finish command is used to continue the execution of the current function until the end where gdb break
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5.2.1 Misc format

Maybe the misc format is still mysterious to you. You will understand it better here. You are
going to make a change in your system: execute any Python script without explicitly specifying the
interpreter.

Execute this line:

$ echo ’:Python:E::py::/usr/bin/python3:’ | sudo tee /proc/sys/fs/binfmt_misc/register
$

The structure is the following: We register a Python format based on the Extension using the
/usr/bin/python3 interpreter.

Of course, put the path to your Python interpreter if it is located somewhere else.

From now on, you can execute a Python script without calling or writing the interpreter. The
kernel will load it because it will recognize first the extension of the file and then call the interpreter.

$ chmod +x apping.py
$ cat apping.py
print("I am an APPING Python script")
$ ./apping.py
I am an APPING Python script
$

You can check the registration of your new format this way (since we used Python in the data,
the filename is Python):

$ cat /proc/sys/fs/binfmt_misc/Python
enabled
interpreter /usr/bin/python3
flags:
extension .py
$

If you want to get rid of this, write -1 in the Python file:

$ echo -1 | sudo tee /proc/sys/fs/binfmt_misc/Python
$

You can learn more at this page of the documentation: https://docs.kernel.org/admin-guide/binfmt-
misc.html. You will have more explanation on other fields you can use to register a new format.

Also on the manpage: man 5 binfmt.d
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6 Write

6.1 Goal
The goal of this chapter is to see how Linux prints data on stdout. You just debugged the loading
of a binary in the kernel, now let’s debug a binary loaded in the kernel.

6.2 The initrd for write
To ease the debug, you will make a new initrd. Just take apping_init and make it the initrd.

$ mv apping_init init
$ echo init | cpio -o -H newc > initrd.img

6.3 Rewrite write
First of all, how to break on write? Let’s dive into Linux source code. Open the file ./fs/read_write.c
and search these lines:

ssize_t ksys_write(unsigned int fd, const char __user *buf, size_t count)
{
CLASS(fd_pos, f)(fd);
ssize_t ret = -EBADF;

if (!fd_empty(f)) {
loff_t pos, *ppos = file_ppos(fd_file(f));
if (ppos) {
pos = *ppos;
ppos = &pos;

}
ret = vfs_write(fd_file(f), buf, count, ppos);
if (ret >= 0 && ppos)
fd_file(f)->f_pos = pos;

}

return ret;
}

SYSCALL_DEFINE3(write, unsigned int, fd, const char __user *, buf,
size_t, count)

{
return ksys_write(fd, buf, count);

}

The syscall write(2) is executing ksys_write.

6.4 Debugging write
Let’s break on ksys_write.

Because the command line to boot is pretty long, I will only use the name of the bzImage and
initrd.img instead of the whole path.

$ qemu-system-x86_64 -kernel bzImage -initrd initrd.img -append "nokaslr init=/init" -s -S &
$ gdb vmlinux
(gdb) target remote :1234
(gdb) break ksys_write
(gdb) continue
(...)
(gdb) # Breakpoint reached
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Because I do not want to make a full documentation about the source code of write(2) (just
read the source by yourself), you will break directly to the interesting part. But, remember, you can
always backtrace at any moment to see from where you come.

break on vc_con_write_normal. It is the final function before printing a single letter. Then,
continue the execution.

(gdb) break vc_con_write_normal
(gdb) continue
(...)
(gdb) # Breakpoint reached
(gdb) backtrace
(...)
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list the following instructions. Can you spot this line?

scr_writew(tc, (u16 *)vc->vc_pos);
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scr_writew is a macro, not a function. You cannot break on it. But you can still advance to
the line number of the instruction.

(gdb) advance 3010
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If you follow the backtrace, you will understand that to write data on the terminal and reach
scr_writew, the call from write will iterate on the data to write on the screen byte by byte.

To continue, we need to dive deeper. What is lower than C? Assembly! For convenience, you will
use Intel syntax. Execute on gdb:

(gdb) set disassembly-flavor intel
(gdb) x/i $rip
=> 0xffffffff817a6a24 <do_con_write+1236>: mov r10d,DWORD PTR [rsp+0x8]
(gdb) x/i $rip # to print more instructions
=> 0xffffffff817a6a24 <do_con_write+1236>: mov r10d,DWORD PTR [rsp+0x8]

0xffffffff817a6a29 <do_con_write+1241>: mov rax,QWORD PTR [r14+0x200]
0xffffffff817a6a30 <do_con_write+1248>: mov rdi,r14
0xffffffff817a6a33 <do_con_write+1251>: or r10d,r13d
0xffffffff817a6a36 <do_con_write+1254>: mov WORD PTR [rax],r10w
0xffffffff817a6a3a <do_con_write+1258>: call 0xffffffff817a22c0 <con_is_visible>
0xffffffff817a6a3f <do_con_write+1263>: mov rdx,QWORD PTR [r14+0x200]
0xffffffff817a6a46 <do_con_write+1270>: test al,al

(gdb)
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Among all these lines, only one is modifying the memory.

mov WORD PTR [rax], r10w

It will put the value inside r10w at the adress pointed by rax. advance to this line and break
on it.

(gdb) advance *do_con_write+1341
(gdb) break

If you look at the function do_con_write, you can see some parameters, including a buffer
containing the string:

"APPING\n"

Breakpoint 1, do_con_write (tty=tty@entry=0xffff888003840800, buf=0xffff888003843c00 "APPING\n", count=6)
at drivers/tty/vt/vt.c:3043
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The first character is ’A’. What do we have in the r10w register?

(gdb) print/x $r10w
$2 = 0x741

What is this value? Open the ascii(7) manpage and search the value 0x41. It’s an A!

You can also use Python to get this information.

$ python
(python) chr(0x41)
’A’
(python) exit()
$

But what is the first value? 0x7?

Time for some OSDEV. 8)

https://wiki.osdev.org/Printing_To_Screen
https://wiki.osdev.org/Text_UI
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We are using two bytes for a letter. One for the letter itself, the other one for the colour. We
can see that the colour 0x7 is light gray. It is a match. The text on the screen is not really white,
that would be too constrasted and hurtful for the eyes. And the byte for the colour is dispatched
into two different layers. Background and foreground. For the 0x7 colour, we can read the byte as
follow: 0x07. So the back colour is black and the fore colour is light gray.

Let’s get something fancier!

(gdb) print/x $r10w
$2 = 0x741 # ’A’
(gdb) print/x $r10w=0x141
$3 = 0x141 # fore blue ’A’
(gdb) continue
(gdb) # Breakpoint reached
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Look at that! The ’A’ is blue!

Let’s continue!

The next letter should be ’P’. Can you make a fore white P on your own?

(gdb) print/x $r10w
$3 = 0x750 # ’P’
(gdb) print/x $r10w=0xF50
$4 = 0xF50 # fore white ’P’
(gdb) continue
(gdb) # Breakpoint reached

The next letter should be ’P’. Can you make a fore red P on your own?

(gdb) print/x $r10w
$5 = 0x750 # ’P’
(gdb) print/x $r10w=0x450
$6 = 0x450 # fore red ’P’
(gdb) continue
(gdb) # Breakpoint reached
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The next letter should be ’I’. Can you make a back blue I on your own?

(gdb) print/x $r10w
$7 = 0x749 # ’I’
(gdb) print/x $r10w=0x1049
$8 = 0x1049 # back blue ’I’
(gdb) continue
(gdb) # Breakpoint reached

The next letter should be ’N’. Can you make a back white N on your own?

(gdb) print/x $r10w
$9 = 0x74e # ’N’
(gdb) print/x $r10w=0xF04e
$10 = 0xF04E # back white ’N’
(gdb) continue
(gdb) # Breakpoint reached

The next and last letter should be ’G’. Can you make a back red G on your own?

(gdb) print/x $r10w
$11 = 0x747 # ’G’
(gdb) print/x $r10w=0x4047
$12 = 0x4047 # back red ’G’
(gdb) continue
(gdb) # Breakpoint reached

What a beautiful APPING we have here!

The last letter will be the return line, and after printing it, the code will continue until the kernel
panic.
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